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Context
Usual Hardware Attacks

• Type: fault injection attack (FIA) & side-channel attack (SCA).
• Target: smart cards, microcontrollers, system on chip. . .
• Means: oscilloscope, laser, EM probe...
• Range: local, direct physical access required.
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Context
Remote Hardware Attacks

� Type: fault injection attack (FIA) & side-channel attack (SCA).
� Range:remote, access to a network required.
� Target: connected devices (IoT), data centers. . .
� Means: resources available within the target .

Joseph GRAVELLIER CARDIS 2019 November 2019 3 / 26



About remote hardware attacks
A temporal overview

� Remote hardware attack topic keeps on gaining in popularity:
� Emergence of cloud services, IoT, decentralized computing
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